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MAKING SOCIETY SAFER

This position statement by the Association for the Treatment of Sexual Abusers on Internet-
facilitated sexual offending was approved in April 2021

Internet-facilitated sexual offending includes a range of different crimes:

¢ Viewing, trading, or producing child sexual exploitation materials (CSEM; child
pornography in legal language?) to be traded or posted online;

¢ Making contact with a child, adolescent or other vulnerable person for sexual chats
(electronic correspondence) or exploitation such as convincing a child to view or produce
pornographic images (e.g., having children take and email a nude photo of themselves);

e Arranging face-to-face meetings to commit sexual offenses (sometimes referred to as
“luring” or “traveler” offending);

e Non-consensual sharing of images (sometimes referred to as “revenge pornography”)?;
and

e Sextortion (use of sexual chats or images to coerce someone to engage in unwanted

behavior).

Both criminal justice and clinical data suggest there have been steady increases in the number
of cases prosecuted and, consequently, the number of clinical referrals for these
behaviors.[i|This has resulted in increasing research and clinical attention to this phenomenon.

A primary concern for professionals who evaluate and treat individuals who have committed
Internet-facilitated sexual offenses is the risk these individuals may pose for direct contact
offenses with victim(s), or future Internet-facilitated sexual offenses such as accessing and/or
distributing child sexual exploitation material. Accurate risk assessment is critical to decisions
involving prioritizing cases by law enforcement and making appropriate recommendations for
sentencing, treatment, and level of supervision. Most of what is known about those who

1 The term “child pornography” has been criticized as failing to accurately convey the abusive and exploitative
nature of such material. Hence, there has been movement toward terms such as child sexual exploitation material
(CSEM), child sexual abuse image offences (CSAI) and indecent images of children (IIOC). The term child sexual
exploitation material is used here.

2 The legal status of the above behaviors may vary by jurisdiction. In Canada, nonconsensual sharing of adult sexual
images is illegal and sextortion can be prosecuted as a form of extortion.
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commit Internet-facilitated sexual offences involves men who have engaged in such acts. There
is no research on women and very limited research on juveniles.

Across studies of CSEM offending® men, approximately one in 10 has an officially known history
of contact sexual offending, and therefore, can be assessed using one of the established
actuarial or structured professional judgment(SPJ) risk scales.[ii] However, the majority of
Internet-facilitated CSEM offending men have no known history of contact sexual offenses,
although self-report evidence suggests approximately half have committed undetected contact
offenses. For CSEM offending men with no official history of any other type of sexual offense,
the only validated static risk measure to date is the Child Pornography Offender Risk Tool
(CPORT).[iiilWhen assessing dynamic risk factors, there is preliminary data regarding the ability
of the Stable 2007 to predict future risk for CSEM offending men. This finding supports cautious
use of the instrument for treatment and supervision planning but more research is
needed.[iv]SPJ measures are sometimes used to assess the risk of CSEM-exclusive cases but, to
date, there are no empirical studies supporting the use of these measures in such cases.
Assessing future risk in cases of nonconsensual sharing of sexually explicit images and
sextortion has yet to be researched.

Several follow-up studies of CSEM offending men, and specifically CSEM offending men with no
known history of contact sexual offending (CSEM-exclusive cases), suggest these individuals
present less risk for future contact sexual offenses, on average, than undifferentiated contact
offending samples.[v] A recent British study found that 2.6% of CSEM-exclusive offending men
were convicted of a subsequent contact offence over an average 13-year follow up. In contrast,
9.4% of those with both CSEM and contact sexual offenses were subsequently convicted for a
contact sexual offense. Of the CSEM-exclusive men who did reoffend, roughly 73% committed
another CSEM offense. As such, the base rate of reoffending for CSEM-exclusive cases is low in
absolute terms and low compared to men who have committed contact sexual offenses. Should
a CSEM-exclusive man reoffend, it is most likely to be for another CSEM offense. The
preliminary results of follow-up research suggest criminal history and particularly concurrent or
past contact sexual offences, self-reported sexual interest in children, and unstable lifestyle
(e.g., substance use problems) factors identify which CSEM offending men are more likely to
commit a contact sexual offense in the future.[vi] It is very likely that these same factors would
also predict recidivism among so-called “luring” or “traveler” cases. With regard to risk
management, approximately a quarter of CSEM offending men breached a condition of bail,
probation, or parole; a majority of these failures were for prohibited proximity or contact with a
child or for using computers, usually to contact children or download more CSEM.]vii|

3Most CSEM offending occurs online, though some CSEM offenses involve physical photographs and other non-
digital objects.
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A nationwide American study of “luring” offending adults revealed that, contrary to the belief
that young children are tricked by “sexual predators” into revealing personal information or
meeting in person, all cases reported to police involved teenagers, approximately half of whom
were ages 13 and 14, and the majority being female.[viii| In most cases, the teenagers were
aware the perpetrator was an adult and was interested in a sexual relationship. Also, in most
cases, the teenagers willingly met with the adult perpetrators (sometimes on more than one
occasion) and described the interactions in romantic terms. This research suggests Internet
“luring” is more similar to statutory rape type offenses than contact offenses involving physical
coercion and/or young children.

Studies that have compared Internet-facilitated and contact offending cases have found
consistent differences.|viiii|These studies suggest Internet-facilitated cases are less antisocial
and are therefore at less of a risk to commit a new offense or a probation violation than contact
offending cases. These studies also suggest Internet-facilitated cases are similar to, or score
lower than, contact cases on measures of clinical needs including offense-supportive attitudes
and beliefs, intimacy deficits, and emotional problems. At the same time, CSEM offending men
are more likely to show sexual arousal to prepubescent or pubescent children than contact
offending men.[x]

Although researchers have suggested several typologies of Internet-facilitated offending, we
currently know very little about the treatment and supervision needs of men who engage in
Internet-facilitated offending. These typologies include individuals who are sexually interested
in children, those who are more sexually indiscriminate, those who are curious, and those who
opportunistically engage in Internet-facilitated offending (e.g., an adult male who uses the
Internet to gain sexual access to adolescents). Distinctions between what are termed “fantasy
driven” and “contact driven” offences have also been discussed in the literature. [xi]

Effective intervention will need to be tailored to the type of offending and the risk the person
poses. For example, an individual who viewed CSEM out of curiosity and is a low risk to offend
in the future might require little or no treatment and minimal supervision, while a pedophilic
individual who opportunistically used the Internet to gain access to victims and who is a higher
risk to offend in the future would require more intensive treatment and supervision. Regulation
of access to the Internet and, ultimately, the development of healthy internet usage would be
expected to be a central consideration in treatment and supervision. This treatment target is
largely unique to this population. Methodologically sound evaluation research is needed to
develop effective treatment programs for Internet-facilitated sexual offending. To date,
treatment outcome studies suggest treatment can have a beneficial impact on socio-affective
functioning.[xiilHowever, the impact of treatment on recidivism has not been extensively
studied. The research that does exist, highlights the need for careful consideration of the
potential benefits and costs of treatment and potential contraindications.[xiii|
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[i] Department of Justice Canada: Research and Statistics Division, March 2019; U.S. Sentencing
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